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Assessment

mitigated by

increase

Security is about Risk [2]

Source:  ISO/IEC TR 13335-1:1996
HB231:2000 Information Security Risk Management Guidelines, Standards Australia

Impact / Consequences of an Attack

RISK = Likelihood of an Attack * Value of the Asset * Severity of the Vulnerability
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Who said this ?

“Trust but Verify” “Never Trust, 
Always Verify”“Trust and don’t Verify”“The reward of a thing well 

done is to have done it”



In the past it was “Trust but Verify”... In IT it was “Trust and don’t Verify” !!! 
now we have “Never trust, always verify” i.e. Zero Trust Strategy

Intermediate-Range Nuclear Forces Treaty, on 8 December 1987

Ronald Reagan
( “doveryáy, no proveryáy ” )

Mikail Gorbachev
( Ralph Waldo Emerson )

“Trust but Verify” “Never Trust, 
Always Verify”

The perimeter-based approach

The entire industry !...
John Kindervag, Forrester 

( Zero Trust Strategy )

“Trust and don’t Verify”

https://en.wikipedia.org/wiki/Trust,_but_verify

The ZT NW Arch, on 11 Nov 2010

https://www.techtarget.com/whatis/feature/History-and-evolution-of-zero-trust-security

“The reward of a thing well 
done is to have done it”



Principle: Never Trust, Always Verify
( No device, user or network segment is 
inherently trustworthy and thus should 
be treated as a potential threat ).

3 core requirements:

What is Zero Trust ? Why Design For Zero Trust?

5Confidential – For Training Purposes Only

Takes a more holistic approach

Design for internal and external threats

Not reliant on traditional perimeter security

Limits exposure to vulnerable devices

Limits network access to ‘least privilege’

Identity & Authentication

Restricted Access

Continual Adaptive Access 



No segmentation

Macro vs Micro-segmentation

VM1VM1 VM2VM2



Macro-segmentation

Zone AZone A Zone CZone C

Zone BZone B

Macro vs Micro-segmentation

VM1VM1 VM2VM2



Micro-segmentationMacro-segmentation

Zone AZone A Zone CZone C

Zone BZone B

Macro vs Micro-segmentation

VM1VM1 VM2VM2 VM1VM1 VM2VM2



Micro-segmentationMacro-segmentation

Access

Zone / Subnet / VLANZone / Subnet / VLAN

Access

Zone / Subnet / VLANZone / Subnet / VLANZone / Subnet / VLANZone / Subnet / VLANZone / Subnet / VLANZone / Subnet / VLAN

Firewall / NGFW / Gateway

VM1 VM2

Macro vs Micro-segmentation

Firewall / NGFW 

VM1 VM2

 Threat Protection Lateral Movement Attack Surfaces

Role-based policies WEB APP DB GUEST GUEST PRINT PHONE IOTCAM



Article 21 Cybersecurity risk-management measures
EU NIS2 Directive - security of (N)etwork and (I)nformation (S)ystems



Transposição para a lei portuguesa da Diretiva (UE) 2022/2555 (SRI2)
Diretiva de Segurança das Redes e da Informação - SRI 2 ( NIS2 Directive )

https://digital.gov.pt/noticias/novo-regime-juridico-de-ciberseguranca-em-consulta-publica
https://www.mlgts.pt/pt/conhecimento/legal-alerts/Legal-Alert-Diretiva-SRI2-NIS2/25677/
https://www.rtp.pt/noticias/economia/consulta-publica-do-novo-regime-de-ciberseguranca-recebe-149-contributos_n1624990

Jun 2016
Entrada em 

vigor da 
Diretiva NIS1 

a nível europeu

Mai 2018
Data limite da 

transposição da 
Diretiva NIS1 

para os Estados-
Membros

Dez 2020
Proposta de 

update da NIS1 
para a nova 

versão (NIS2) 
pela Comissão 

Europeia

17 Out 2024
Data limite da 

transposição da 
Diretiva NIS2 

para os estados-
Membros

22 Nov 2024
Consulta púplica 
sobre a proposta 

de lei de 
autorização 

legislativa para 
aprovação do 

novo regime de 
cibersegurança 

(NIS2)

12 Dez 2024
Prazo limite da 

consulta pública

31 Dez 2024
Novo prazo limite 

da consulta 
pública

Jan 2025
Submissão à 

Assembleia da 
República para 
transposição 

para a legislação 
nacional da 

Diretiva NIS2

?? 2025 
Aplicação da 
Diretiva NIS2

18 Out 2024
Data limite da 
aplicação da 
Diretiva NIS2

Ago 2018
Transposição da 

Diretiva NIS1 
para a legislação 

nacional

Jul 2021
Decreto-Lei 

n.º 65/2021 vem 
regulamentar o 
regime jurídico 
do ciberespaço

27 Dez 2022
Publicação da 
Diretiva NIS2 a 
nível europeu

30 Jan 2025 !



Gartner Hype Cycle Enterprise Networking, 2024

https://www.gartner.com/en/documents/5500595

( Aruba Central AIOps, ClientInsights, Traffic Insights, … )

( Aruba 750 and 730 APs )

( Aruba Central AIOps and Support Portal )

( AMD Pensando, NVIDIA, … )

( HPE GreenLake for Aruba & Service Partners )( Aruba Private 5G ) 
Athonet acquisition

( Aruba SD-WAN and SD-Branch )

( Aruba Dynamic Segmentation, … )

( Aruba SD-WAN & ZTNA )

( Aruba SD-WAN & SSE ) Axis acquisition
( Aruba LAN, Datacenter, WLAN, WAN )

( HPE Slingshot & Aruba ) 
Ultra Ethernet

( Aruba Private 5G ) 
Athonet acquisition



Cloud Services                                                        .
HYPERSCALERS CLOUD-BASED MANAGEMENT & 

ORCHESTRATION
USER EXPERIENCE

DATACENTERDATACENTER

In the not-too-distant future !....
Network Edge Reference Architecture

Spine

Spine switch

Server Leaf switch Border Leaf switch

SMALL-MID-LARGE 
BRANCH

MICRO 
BRANCH

TELECOMMUTER 
( Employee )

TELECOMMUTER
( BYOD, Contractors )

Vitual Gateways

SSE

SECURITY SERVICE EDGE ( SSE )

Cloud Security ProvidersCloud Security Providers

Aruba 
EdgeConnect SSE

Aruba 
EdgeConnect SSE

SSE

SECURITY SERVICE EDGE ( SSE )

Cloud Security Providers

Aruba 
EdgeConnect SSE

IaaS / PaaS

MPLS

webSaaS

MGMT PORTAL USER PORTALCASB DEM SWG

ZTNA

IPsec IPsec

IPsec

StorageComputing

INTERNET

Fabric Composer

SD-Branch / SD-WAN GW SD-Branch / SD-WAN GW

“Old” Megatrends: Big data, Cloud, Mobility, Security
“New” Megatrends: Hyper-automation, AI, Cybersecurity-Mesh  

IPsec

USER
DPI

Fingerprinting FirewallMicrosegUser-aware App-aware IPsec

… Products Owned & Managed by the Partner / Service Provider
Products Owned by the Customer & Managed by the Partner / Service Provider or vice-versa

Products Owned & Managed by the Customer

x3

x3

DSS (  CX 10K )

PSM

Client Client

Printer IP Phone IoT CORP

Access Point (Wi-Fi)

Core/Distribution switch 

Access switch (wired) Access Point (Wi-Fi)

BYOD Guest

Policy Mgmt

CORP



HPE Aruba 
Networking

or 3rd party Vendor

Zero Trust Network Access ( ZTNA ) i.e. next generation VPN
IPsec / SSL/TLS

Secure Web Gateway ( SWG )
Cloud Access Security Broker ( CASB )

Antivirus & Sandboxing
SSL inspection

Cloud SSE 
( Security Service 

Edge )

HPE Aruba 
Networking

or 3rd party Vendor

Stateful Firewall ( L7 ) 
IPsec

Identity Awareness
Deep Packet Inspection ( DPI )

Application Control & IP Reputation
IDS / IPS

Perimeter
( On-prem DC, 

Hyperscaler, 
Branch )

HPE Aruba 
Networking

or 3rd party Vendor

ACL or Stateful firewall ( L4 / L7 )
MACsec / IPsec

Device Profiling ( fingerprinting )
Identity Awareness 
Application Control
Micro-Segmentation

Access Layer
( On-Prem 
Campus & 

Datacenter )

Zero Trust Security, Architecture Models and Capabilities

Aruba SSE

LAN 
switching

Wi-fi

Gateways / 
SD-WAN gateways

Reduce lateral movementMinimize exposurePrevent data loss

Cloud Security Providers ( CSP )

Single-vendor or Multi-vendor approachNetwork Security Layered approach

User /
device

DC / Campus / Branch / Home Remote

DC & Cloud / Campus / Branch

Cloud



Distributed Role-basedCentralized Role-basedRole-based ( port access )Centralized VLAN-based

Micro & Macro-segmentationMacro-segmentation

Service Switch Spine / RRBorderCore

Firewalls / NGFW

Micro-Segmentation in the Campus
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Firewalls / NGFW

101 102 103 104 Static
VLANs

Core

Roles & 
Role-based policies CORP IOT BYOD

101 102 104 Dynamic 
VLANs

GUEST

103

Roles & 
Role-based policies 

Dynamic 
VLANs

101 102 104103101 102 104103

Stub

Analytics
Policy 

Management
AAA & NACOrchestration

Network 
Management

Analytics
Unified Policy 
Management

AAA & NACOrchestration
Network 

Management

Access ( wired )             Access ( wireless )  Access ( wired )             Access ( wireless )  Access ( wired )             Access ( wireless )  Access ( wired ) / Edge           Access ( wireless )  

Roles & 
Role-based policies CORP GUEST

Dynamic 
VLANs

IOT BYOD

Data 
Information

Application 
Resource

Network 
connection

Device 
Endpoint

User 
Identify

Zero Trust Strategy

RecoverRespondDetectProtectIdentifyNIST CSF

TelemetryIPsecFirewall / ACLMicrosegAAA
Technology Controls

IDS / IPSWeb filteringDPIFingerprintUser-aware

Gateways / NGFW

EVPN-VXLAN

CORP GUESTIOT BYOD

Gateways / NGFW

Tunnels

Innovative ThreatsAdopting MobilityAdopting IoTCHALLENGES:           .

 Threat Protection Lateral Movement Attack SurfacesPROTECTION GOALS:           .

E-W traffic ( 20% ) E-W traffic ( 20% )E-W traffic ( 20% )



• Policy Engine
• AAA ( RADIUS/TACACS )
• Device Profiling
• SSO ( SAML, OAUTH )
• Device Registration/Provisioning
• Certificate Authority
• Guest Captive Portal

AAA

Security 
Events

Context

Aruba ClearPass Policy Manager ( Policy, Orchestration, AAA, Visibility )

Perimeter Protection

Security Intelligence

Network 
Infrastructure

Endpoint Security

MDM / EMMOther Security Systems

Integration and Solution Guides:
https://community.arubanetworks.com/community-home/digestviewer/viewthread?MID=27076#bm4318f5bb-0e1b-45de-8f6e-c3ef8648bd0d

User Repositories OT / IoT

Logs

Security 
Events

Context
2FA
…

Events
Status / 
Policies Device 
and Context

Device, 
Posture, 
Context

User, 
Context

IoTGUESTBYODCORP

VLAN, 
ACL, FW rule, 

App Ctrl, 
Rate limit, QoS,

Conditions

Roles

Enforcement

Network 
policies



Distributed ServicesCentralized ServicesCentralized VLAN based

Micro & Macro-segmentationMacro-segmentation

Innovative ThreatsEliminating ComplexityAdopting VirtualizationCHALLENGES:   .

 Threat Protection Lateral Movement Attack SurfacesGOALS:   .

Micro-Segmentation in the Data Center
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Service LeafBorder Leaf

EVPN-VXLAN
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Firewalls / NGFW / Gateway

Access / Server Leaf  / Service Switch

Analytics
Policy 

Management
AAA & NACOrchestration

Network 
Management

Core

101 102 104 VLANs103

Firewalls / NGFW

101 102 104 Isolated 
VLANs

103

Firewalls / NGFW / Gateway

Access / ToR

Traditional or
EVPN-VXLAN

L2

L3L2

L3

Data 
Information

Application 
Resource

Network 
connection

Device 
Endpoint

User 
Identify

Zero Trust Strategy

RecoverRespondDetectProtectIdentifyNIST CSF

TelemetryIPsecFirewall / ACLMicroseg
Workload-
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Technology Controls

Analytics
Unified Policy 
Management

AAA & NACOrchestration
Network 

Management

VM1 VM2 VM1 VM2 VM1 VM2

Service Switch

E-W traffic ( 80% ) E-W traffic ( 80% )



DDoS TELEMETRYFIREWALL ENCRYPTNAT SLB ( Roadmap )

DPI

Aruba CX 10000 Distributed Services Switch



Configuring Security Policies with PSM ( Administration View )
Aruba CX 10000 and Policy & Services Manager ( PSM )

A



A C DB

Leaf 

Spine 

Workloads 

 Perimeter security 

Real-time Flow Telemetry IPFIX/Syslog 

L4-7

Distributed Intelligence Advantage
‒ Integrated 1.6Tb stateful F/W at every TOR pair

‒ Improved traffic flows & performance

‒ Reduced complexity

‒ Scale services as you add racks

‒ Pervasive Security – Everywhere for any workload

‒ Both Macro & Micro Segmentation support

‒ Centralized management via AFC

‒ Real-time Telemetry improves existing toolsets

‒ Significantly reduced costs

Note: Perimeter Security solution stays in place

“100 times the scale at 10 times the performance 
of our nearest competitor and at one-third the 

TCO.” 
– John Chambers 

With 4th Generation we offer a new and better way: 

Internet

Machine Learning & 
Analytics Toolsets

Software Defined Distributed Security 
Distributed Services Architecture



AFC

CX 8325 or
CX 8360

CX 83xx or
CX 10000

AFC

AFC

AFC

1.1 Traditional Collapsed Core/Agg  ( 1-Tier )
( STP / VSX MCLAG )

…

L2

L3

Most common Datacenter Network architectures

L3 Fabric

3. Spine & Leaf, EVPN, Single Fabric, Single DC  ( 2-Tier )
( VXLAN, EVPN & Network Virtualization )

VMs VMs

vSwitch vSwitch

…

…

2. Traditional L2/L3 Fabric ( 2-Tier )
( VSX MLAG )

L2

L3

L2

L3CX 83xx or 
CX 10000

1.2 Traditional Collapsed Core/Agg ( 1-Tier )
( STP / VSX MCLAG )

L2

L3

CX 83xx or
CX 10000

CX 8325 or
CX 8360

CX 83xx or
CX 10000

AFC

CX 8325 or
CX 8360

CX 83xx or
CX 10000

L3 Fabric

4. Spine & Leaf, EVPN, Single/Multi Fabric, Multi DCs ( 2-Tier )
( VXLAN, EVPN & Network Virtualization )

VMs VMs

vSwitch vSwitch

…

…

L2

L3

AFC

CX 8325 or
CX 8360

CX 83xx or
CX 10000

L3 Fabric

VMs VMs

vSwitch vSwitch

…

…

L2

L3



Ext.Net.

FW1 FW2

VRF1
VRF2
VRF3

RR RR

Hosts
( VMs )

Traditional L2 or EVPN-VXLAN > Single-Site > Single-POD > L3 > Spine-Leaf Architecture

27

Datacenter Networking Architecture ( Securing Severs and VM workloads )

Scenario EVPN-SS-SP-SLFeatures
8325/8360/9300/10000Leaf VTEP
8325/8400/9300Spine
2Nb. of Spines
4x 100G (possibly 2x100G)VSX ISL
4x 100G ROPLeaf switch uplinks
 10G NIC: 480G downlink/8325

480/400 => 1.2:1 (48 servers/rack)
 25G NIC: 1200G downlink/8325

1200/400 => 3:1 (48 servers/rack)
 100G NIC: 2400G downlink/8325

2400/400 => 6:1 (24 servers/rack)
 100G NIC: 9600G downlink/9300

9600/1600 => 6:1 (ISL 4x400G)
(96 servers/rack-group, spine=9300)

Oversubscription 
ratio

 Spine: 8325-32C => 8 racks
 Spine: 8400-48C => 12 racks
 Spine: 9300-32D => 32 racks

Nb. of racks

CX 9300-32D
CX 8325-32C

CX 9300-32D
CX 8325-32C

Bare metal
Servers

Server Compute

48 servers

25G

200G 200G

Underlay – 2 spine-leaf links

Spine 1 Spine 2

Server Compute

48 servers

25G

Server Compute

48 servers

25G

Micro-segmentation

VLAN 10

VM1 VM2

VLAN 20

OSPF

RR RR

CX 10000-48Y
CX 8325-48Y

3:1 3:1 3:1

Security Policy Mgmt

Policy & Services Manager ( PSM )

Orchestrator

Aruba Fabric Composer ( AFC )

Border

VTEP1 VTEP3 VTEP3

CX 10K is not a forklift proposition !!!
Wrap networking around specific workloads.

FEXIBLE deployment - Same OS without sacrificing features / capabilities !



Ext.Net.

FW1 FW2

VRF1
VRF2
VRF3

RR RR

Hosts
( VMs )

Traditional L2 or EVPN-VXLAN > Single-Site > Single-POD > L3 > Spine-Leaf Architecture

28

Datacenter Networking Architecture ( Securing Severs and VM workloads )

Scenario EVPN-SS-SP-SLFeatures
8325/8360/9300/10000Leaf VTEP
8325/8400/9300Spine
2Nb. of Spines
4x 100G (possibly 2x100G)VSX ISL
4x 100G ROPLeaf switch uplinks
 10G NIC: 480G downlink/8325

480/400 => 1.2:1 (48 servers/rack)
 25G NIC: 1200G downlink/8325

1200/400 => 3:1 (48 servers/rack)
 100G NIC: 2400G downlink/8325

2400/400 => 6:1 (24 servers/rack)
 100G NIC: 9600G downlink/9300

9600/1600 => 6:1 (ISL 4x400G)
(96 servers/rack-group, spine=9300)

Oversubscription 
ratio

 Spine: 8325-32C => 8 racks
 Spine: 8400-48C => 12 racks
 Spine: 9300-32D => 32 racks

Nb. of racks

CX 9300-32D
CX 8325-32C

CX 9300-32D
CX 8325-32C

Bare metal
Servers

Server Compute

48 servers

25G

200G 200G

Underlay – 2 spine-leaf links

Spine 1 Spine 2

Server Compute

48 servers

25G

Server Compute

48 servers

25G

Micro-segmentation

VLAN 10

VM1 VM2

VLAN 20 VLAN 11

VM3 VM4

VLAN 20 VLAN 10

VM5 VM6

VLAN 20

OSPF

RR RR

CX 10000-48Y
CX 8325-48Y

3:1 3:1 3:1

Security Policy Mgmt

Policy & Services Manager ( PSM )

Orchestrator

Aruba Fabric Composer ( AFC )

Border

VTEP1 VTEP3 VTEP3

Micro-segmentation

FEXIBLE deployment - Same OS without sacrificing features / capabilities !
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Security Policy Mgmt

Policy & Services Manager ( PSM )

FW inspection 
( All flows )

Traditional > L2 > Two-tier Architecture ( L3 core / L2 access ) and Core with Statefull firewall 

29

Collapsed Core ( Securing the Campus and DC )

External  
Network

FW1 FW2

Servers

Server Compute

POS CCTV/TV MulticastCasino FloorHospitality

Aruba UXI

VLANs / VRF

Aruba UXIAruba UXIAruba UXI

VLANs / VRF VLANs / VRF VLANs / VRFVLANs / VRF

CX 10000-48Y
L3 SVI GWs IPFIX 

Telemetry

• Aruba CX 10000 functions as combined L2/L3 core
• Core switches function as L3 default gateway for all VLANs
• L2 access switches – MCLAG between Core / Access
• Segmentation through VLANs and optional VRFs
• Stateful firewall inspection of traffic flows providing 

macro-segmentation ( for traffic between VLANs ) and 
micro-segmentation ( for traffic within VLANs )

UBT

Network Policy Mgmt
( NAC / AAA services )

ClearPass Policy Manager ( CPPM ) Micro-segmentation

Micro-segmentation

800G 
Stateful Firewall

8M Flows

Roles

Virtualization

Flows within DC

Flows local to Server/Campus Access

Flows between DC and Campus

Flows between DC and External

UBT flows from Campus to GW

V
en

do
r a

gn
os

tic
V

en
do

r a
gn

os
tic

Roles

G
PM

Services Platform

Aruba Central Cloud

WLAN GatewaysCasino 
Wi-Fi

Hospitality 
Wi-Fi

https://www.hpe.com/psnow/doc/a00142746enw

FEXIBLE deployment - Same OS without sacrificing features / capabilities !


