&
Netw I\!\zand

Janhar

\




Security is about Risk [

Likelihood of
Occurrence

protect against

Confidentiality ensure/ Security Controls
Integrity addre.ss (Saf ds )
Availability ~ S€cUrtY areguares

Accountability concerns

Authenticity
Reliability

—

met by

Source: ISO/IEC TR 13335-1:1996

Attack Actor

+
Attacks rely on Attack Surface exploit Weaknesses

+

if attempted becomes Attack Vector if discovered results in

(aka TTPs)
Threats Vulnerabilities have
increase increase
has
protect / apply to
require
Assessment
A increase
prioritize
Protection

Requirements

Asset Values
( hence Potential
Business Impact )

Severity
Values

expose

“ -

have

Impact / Consequences of an Attack

RISK = Likelihood of an Attack * Value of the Asset * Severity of the Vulnerability
HB231:2000 Information Security Risk Management Guidelines, Standards Australia

HW assets
( computer, nw,
storage, mobile,
loT,),

SW assets
(OS, apps,, ),
Network assets,
Human assets,
Operat. assets,
Phy Sec. assets,
Digital assets,
Cloud and
Virtual assets,



Who said this ?

“ et 99 “The reward of a thing well " . .p 1 “Never Trust,
Trust but Verify done is to have done it” Trust and don’t Verify Always Verify”



In the past it was “Trust but Verify”... In IT it was “Trust and don’t Verify” !!!
now we have “Never trust, always verify” i.e. Zero Trust Strategy

“Never Trust,

“Trust but Verify” 'I;I':,enreeivsv :;dh:tr: LT:E i\z’ell “Trust and don’t Verify”’

Always Verify”
Ronald Reagan Mikail Gorbachev John Kindervag, Forrester
(“doveryady, no proveryay”) ( Ralph Waldo Emerson ) The entire industry .. ( Zero Trust Strategy )

Infermediate-Range Nuclear Forces Treaty, on 8 December 1987 The perimeter-based approach The ZT NW Arch, on 11 Nov 2010

: https://fenwikipedia.org/wiki/Trust,_but_verify https:/www.techtarget.com/whatis/feature/History-and-evolution-of-zero-trust-security




What is Zero Trust?

Principle: Never Trust, Always Verify

( No device, user or network segment is
inherently trustworthy and thus should
be treated as a potential threat ).

3 core requirements:

Identity & Authentication

—

Restricted Access

Continual Adaptive Access

Why Design For Zero Trust?

1
2
3
L
5

Takes a more holistic approach

Design for internal and external threats

Not reliant on fraditional perimeter security

Limits exposure to vulnerable devices

Limits network access to ‘least privilege’

Confidential - For Training Purposes Only I 5



Macro vs Micro-segmentation

No segmentation

10 S ESE



Macro vs Micro-segmentation

Macro-segmentation




Macro vs Micro-segmentation

Macro-segmentation Micro-segmentation




Macro vs Micro-segmentation

Macro-segmentation Micro-segmentation
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* Attack Surfaces ¢ Lateral Movement ¢ Threat Protection

Zone / Subnet / VLAN Zone / Subnet / VLAN




EU NIS2 Directive - security of (N)etwork and (Dnformation (S)ystems
Article 21 Cybersecurity risk-management measures

2. The measures referred to in paragraph 1 shall be based on an all-hazards approach that aims to protect network and
information systems and the physical environment of those systems from incidents, and shall include at least the following:

(a) policies on risk analysis and information system security;

(b) incident handling;

(c) business continuity, such as backup management and disaster recovery, and crisis management;

(d) supply chain security, including security-related aspects concerning the relationships between each entity and its direct

suppliers or service providers;

(e) security in network and information systems acquisiti¢ (89)
handling and disclosure;

(f) policies and procedures to assess the effectiveness of cyber

(g) basic cyber hvgieue Eractices and cybersecurity training;

Essential and important entities should adopt a wi ge o sber hygiene practices, such am
principles, software updates, device configurationfinetwork segmentationfidentity and access management or user

awareness, Organise (raining md ralse awareness concenWWr social
engineering techniques. Furthermore, those entities should evaluate their own cybersecurity capabilities and, where

appropriate, pursue the integration of cybersecurity enhancing technologies, such as artificial_intelligence or
machine-learning systems to enhance their capabilities and the security of network and information systems.

(h) policies and procedures regarding the use of cryptography and, where appropriate, encryption;

() human resources security, access control Eolicies and asset management;

(i) the use of multi-factor authentication or continuous authentication solutions, secured voice, video and text
communications and secured emergency comimIUNICAtionN SySteis within the entty, where appropriate.

—



Diretiva de Seguranca das Redes e da Informacao - SRI 2 ( NIS2 Directive )
Transposicao para a lei portuguesa da Diretiva (UE) 2022/2555 (SRI2)

18 Out 2024 22 Nov 2024 31 Dez 2024 2?2025
Data limite da  Consulta puplica Novo prazo limite Aplicacdo da
aplicacdoda  sobre a proposta da consulta Diretiva NIS2
Diretiva NIS2 de lei de publica

autorizacao
legislativa para
aprovacao do

) 30 Jan 2025'!
novo regime de
ciberseguranca
(NIS2)
N\

Dez 2020 27 Dez 2022 17 Out 2024 12 Dez 2024 Jan 2025
Proposta de Publicacdo da Data limite da Prazo limite da Submissao a
update da NIS1 Diretiva NIS2 a  fransposicdo da consulta publica Assembleia da
para a nova nivel europeu Diretiva NIS2 Republica para

versdo (NIS2) para os estados- fransposicdo
pela Comissao Membros para a legislacao
Europeia nacional da
Diretiva NIS2

: https://digital.gov.pt/noticias/novo-regime-juridico-de-ciberseguranca-em-consulta-publica
https:/www.mlgts.pt/pt/conhecimento/legal-alerts/L egal-Alert-Diretiva-SRI2-NIS2/25677/
https://www.rtp.pt/noticias/economia/consulta-publica-do-novo-regime-de-ciberseguranca-recebe-149-contributos n1624990




Gartner Hype Cycle Enterprise Networking, 2024

Hype Cycle for Enterprise Networking, 2024

Al Netwhng ( Aruba Central AlOps, ClientInsights, Traffic Insights, ...)

Metwaork Al Assistants ( Aruba Central AlOps and Support Portal )
=T oA

ST NI WHFI7 (802.11b&) ( Aruba 750 and 730 APs)
| Function Accelarator Cards ( AMD Pensando, NVIDIA, ...)
Saervice Connectivity Layer —, . SONIC
Universal ZTNA ©] i
NetDevOps | |\ Software-Defined
Alternative WAN / Cloud interconnect
Backbone Services

50 Private Mobile Metworks 0 (Aruba Private 5G ) NaaS ( HPE GreenlLake for Aruba & Service Partners )

Athonet acquisition

Managed SASE J (o8
Coffer Shop Networking & ~

Al Ethermet Fabric () ( HPE Slingshot & Aruba ) =N,
— #g/. UliraEthernet SDWAN  ( Aruba SD-WAN and SD-Branch )
j IPvb

2 Micresegmentation | ( Aruba Dynamic Segmentation, ...)

EXPECTATIONS

Network Digital Twin
OpenRoaming

Quantum Netwarking
Network Sustainability
WiFi B (802.11bn) —

Satefiiteto
Device Diract (SCS) /

(Aruba Private 5G) E i
& T Metworking
Athonet acquisition dg—g

- X Software-Defined Netwarking ( Aruba LAN, Datacenter, WLAN, WAN )
r\-—/ "SASE ( Aruba SD-WAN & SSE ) Axis acquisition

Multicloud
Networking Seftware ( Aruba SD-WAN & ZTNA )

Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME
Plateau will be reached: () <2 yrs. 2-5yrs. @ 5-10yrs. A& >10yrs. & Obsolete before plateau

: https://www.gartner.com/en/documents/5500595



Network Edge Reference ArCh“.eclllure “Old” Megatrends: Big data, Cloud, Mobility, Security

“New” Megatrends: Hyper-automation, Al, Cybersecurity-Mesh

In the not-too-distant future!....

Cloud Services
HYPERSCALERS SSE CLOUD-BASED MANAGEMENT & USER EXPERIENCE
ORCHESTRATION
aws /) office 36 cckcpont N
J Office 365 LDz W Go gle ikt {3 Check Point —
3 T G | .. W/Symantec EdgeConnect SSE 0
zure A 00gle 2 propbox O YouTube CRN 9 @ zscaler « paloalte
laaS / PaaS
SaaS T T web Cloud Security Providers
SECURITY SERVICE EDGE ( SSE ) MGMT PORTAL ( USER PORTAL )
A
DATACENTER v SMALL-MID-LARGE MICRO TELECOMMUTER TELECOMMUTER
BRANCH 3 BRANCH (Employee ) (BYOD, Contragtors)
2 /LA v
SD-Branch / SD-WAN GW fm@% E_ » @
T x x - eicanrase -3
& o =, T T
PsM COMPOSER \l/ \L
| _PsM_| | Spine switch | Core/Distribution switch
T ) () [(Zl2 3 () 7 N
SO S| <D< < <
| _DSS ( CX 10K) | Access Point (Wi-Fi)

P Products Owned by the Customer & Managed by the Partner / Service Provider or vice-versa
P Products Owned & Managed by the Customer

J
Bie

ol

—

I' Products Owned & Managed by the Partner / Service Provider

IPsec



Zero Trust Security, Architecture Models and Capabilities

Cloud SSE
( Security Service
Edge)

Perimeter
(On-prem DC,
Hyperscaler,
Branch)

Access Layer
(On-Prem
Campus &

Datacenter )

Network Security Layered approach

Zero Trust Network Access ( ZTNA) i.e. next generation VPN
IPsec / SSL/TLS
Secure Web Gateway (SWG )

Cloud Access Security Broker ( CASB )
Antivirus & Sandboxing
SSL inspection

Stateful Firewall (L7)
IPsec
Identity Awareness
Deep Packet Inspection ( DPI)
Application Confrol & IP Reputation
IDS / IPS

ACL or Stateful firewall (L4 /L7)
MACsec / IPsec

Device Profiling ( fingerprinting )

Identity Awareness

Application Control

Micro-Segmentation

e e e

Prevent data loss Minimize exposure Reduce lateral movement

Single-vendor or Multi-vendor approach

@S> zscaler
& Check Point

J

Aruba SSE

v Symantec

,@j@,_@,@

Gateways /
SD-WAN gateways
B8 od
LAN o
switching Wi !
L

)

) «

User /
device

e el el i

HPE networklng

or 3" party Vendor

HPE networklng

or 3" party Vendor

HPE networklng

or 3 party Vendor



Micro-Segmentation in the Campus

CHALLENGES:
s PROTECTION GOALS:

Adopting loT
* Attack Surfaces

Service Platform

Core & Perimeter

Access

Centralized VLAN-based

Policy
Management
[ 1 | |
1 1]
[T T ]
L ||
104 | Static l
VLANs o
P &)
~ ~_/

9

Adopting Mobility
* Lateral Movement

Access (wired )

E-W ftraffic (20% )

A\ Innovative Threats
¢ Threat Protection

Zero Trust Strategy

NIST CSF

Technology Controls

User
Identify

Identify

AAA
User-aware

Device Network
Endpoint  connection
Protect Detect

Microseg  Firewall / ACL
Fingerprint DPI

Application
Resource

Respond

IPsec
Web filtering

Data
Information

Recover

Telemetry
IDS / IPS

Role-based ( port access )

Roles &
Role-based policies

Dynamic
VLANs

Y
Y

Access (wireless )

BEE6O

Unified Policy

Network .
Orchestration
Management

Management

® &

Gateways / NGFW

3

Service smm;l
\

AAA & NAC Analytics

18
13

|

\

Tunnels \ {
\

Roles &
Role-based policies

Dynam‘}g

VLANs
\

g

Access (wired ) Access (wireless )

E-W ftraffic (20% )

Distributed Role-based

Gateways / NGFW

p

EVPN-VXLAN

i Ri
. Rgle ased policies
g N
I ms | 104

Access (wired ) / Edge

E-W traffic (20% )

Access (wireless )

Macro-segmentation Micro & Macro-segmentation




Aruba ClearPass Policy Manager ( Policy, Orchestration, AAA, Visibility )

© twilio splunk> Otenable 2FA SAMLU o G Suite

. . .
airwatch A jamf
VMWare
servicenovw ER Microsoft Intune )
citryx
Radar ArcSig ht<X Status / )4 mobileiron XenMobile
fas Events Context Policies Device w
Logs 2FA and Context

Security

Events

SONICWALT> Check Reint o] vmware carbongiack @ MchAfee

* AAA (RADIUS/TACACS ) n Intel Company

* Device Profiling

O 00 =
Jun“:)er M palo * SSO ( SAML, OAUTH) U [:] U \/Symantec_ M windows g Blackﬂefry

* Device Registration/Provisioning " Defender

* Certificate Authority POLICY \
E::RTINET Securit * Guest Captive Portal MANAGEMENT - ,‘ TREND,
" Eventsy CROWDSTRIKE LU
Network
2 policies Device,
-t B User, = A
== R % £ LDAP CZ:exr c°""5 AAA ZOSTurey CYB=R ( ;ﬁ‘ i £LMEDIC
o text =~ g
Active Directory MySQl Infoblox SQL Server onfex \/\;E Indegy CLARQTY N L\L DL QJ“?S'
=

|_| [\ AN
BYoD [l GUEST

VLAN, /- —_\\ =
Network ACL,::;/)rcu'I:: r(/-\«\}\ ))NV?I orUbo dlan]n I= Extreme’  JUNIPEM M Huawe|

N a Hewlett Packard CIsCo

Enferprise company

Infrastructure Rate infh QS

——



Micro-Segmentation in the Data Center

CHALLENGES: Adopting Virtualization 4\ Eliminating Complexity 4\ Innovative Threats

Service
Platform

L3

Core & Perimeter

L2 L3

Access
>

L2

GOALS: * Attack Surfaces

©

Traditional or
EVPN-VXLAN

104 VLANs

* Lateral Movement

¢ Threat Protection

Network .
Orchestration
Management
[ 1 1 | =
1 1]
[ 1T ] 5
1 | (
Firewalls / NGFW / Gateway
. 1
Service Switch
\
A
\
“_ 107 T 104 | Isolated
v 4 VLANs
E-W traffic ( 80%)

User
Zero Trust Strategy Identify

Device Network
Endpoint  connection
NIST CSF Identify Protect Detect

Workload-
aware

Technology Controls

Microseg Firewall / ACL

R

Unified Policy
Management

© =5

Firewalls / NGFW / Gateway

Analytics

Application
Resource

Respond

IPsec

&

EVPN-VXLAN
( or Traditional )

%

\.‘ 5 | 104

Access / Server Leaf / Service Switch

E-W ftraffic (80% )

b

.- \
o 8 B &

Data
Information

Recover

Telemetry

Centralized VLAN based Centralized Services Distributed Services

Policy
Management

Macro-segmentation Micro & Macro-segmentation




UNIQUE'!

-

FIREWALL DDoS TELEMETRY NAT ENCRYPT SLB (Roadmap )

Aruba CX 10000 Distributed Services Switch



Aruba CX 10000 and Policy & Services Manager ( PSM)
Configuring Security Policies with PSM ( Administration View )

v - 8 X

awx »00 :

Search v | L @QQ

Network Security Policies

Network Security Policies

20720576 014601

@ System Network Security Policies

1 Femmts VRF: | podt v [rastasy | & ¥ 5 i 5
Network Security Policies (2) v | & [ser uwwmalva ’
Source Destination:
v| [ows
|

& item v BE8E 102957 ~

Select policylrulas to filter
(] Firewall profi % @ % TEE v - a x
(3 Firewall ogs - GG ke a e »0@ :
@ Moniloring == Z
oo [~ 8 SY-LT:10)
5 Firewall Logs
2

Firewall Logs
= = . Source IP: 10.2919411
i + Add Flows to Policy
Protacol: udp
V| robyenes | blockioHp X +Add Flows to Group Target IP: 10.295.7:53
0 v - Target Port: 53
1 Bport
0 riseonll rofies Firewall Logs (6} Detect iregularities v G %
Creanson Time. 4 Reporter SecmmyPoly  Sowe  Destmation AN
Wonitoring ~ o p o Iz

Troubleshoot -~

Admin o

- Shoming 113 6 o Grecords.



Distributed Services Architecture
Software Defined Distributed Security

Leaf

Workloads

X [7T——"\] [~ N £ N | £
Spine B Fmmnim =) RS i = o

N

With 4th Generation we offer a new and better way:

Perimeter security

oooo-.
[ o [ [ Y
Tum

[y ) e J e [ 1
Y J o J o [ o £

...........................................................................................................

Real-time Flow Telemetry IPFIX/Syslog

Machine Learning &
Analytics Toolsets

Distributed Intelligence Advantage

— Integrated 1.6Tb stateful F/W at every TOR pair
— Improved traffic flows & performance

— Reduced complexity

— Scale services as you add racks

— Pervasive Security — Everywhere for any workload
— Both Macro & Micro Segmentation support

— Centralized management via AFC

— Real-time Telemetry improves existing toolsets

— Significantly reduced costs

Note: Perimeter Security solution stays in place

“100 times the scale at 10 times the performance
of our nearest competitor and at one-third the

TCO.”
— John Chambers




Most common Datacenter Network architectures

1.1 Traditional Collapsed Core/Agg (1-Tier)
1 (STP /VSX MCLAG)

AFC

CX 83xx or
CX 10000

1.2 Traditional Collapsed Core/Agg ( 1-Tier )
(STP / VSX MCLAG )

| —(—
. CX 83xx or
N— CX 10000

L2

2. Traditional L2/L3 Fabric ( 2-Tier)
(VSX MLAG)

AFC

- I . - .
CX 8325 or

CX 8360

| ER B R | e

~ CX10000

3. Spine & Leaf, EVPN, Single Fabric, Single DC (2-Tier)
( VXLAN, EVPN & Network Virtualization )

AFC

A LS — X ‘_I |
. - CX 8325 or
CX 8360
-

L2 | \7/
1

. / —
Y

vSwitch = vSwitch

=

=1 | VMs VMs

=

4, Spine & Leaf, EVPN, Single/Multi Fabric, Multi DCs ( 2-Tier )
(VXLAN, EVPN & Network Virtualization )

2 e v i TR ¢

vSwitch vSwitch

= =
= | VMs Ws | =9
= =

BB B B

AFC

A W - “w ] "
- : CX 8325 or
CX 8360

B B0 CX 83xx or

\\[\ CX 10000

=
=



Datacenter Networking Architecture ( Securing Severs and VM workloads )
Traditional L2 or EVPN-VXLAN > Single-Site > Single-POD > L3 > Spine-Leaf Architecture

|
Orchestrator Underlay -2 spine-leaf links
O
S0 Leaf VTEP 8325/2:60/9300/
Aruba Fabric Composer ( AFC ) Splne 8325/8400/9300
Nb. of Spines 2
Spine 1 Spine 2 .- m - VSX IsL 4x 100G (possibly 2x100G)
CX 9300-32D ((}JEB CX 9300-32D 2})33 w1 | fwo | Leaf switch uplinks  4x 100G ROP
C_ff__8325-32C ~> CX 8325-32C T ! I _ : = 106G NIC: 480G downlink/8325
. VT Sy A -A--—--- =TT 480/400 => 1.2:1 (48 servers/rack)
Security Bolicy Mpmé sz ’ > = 25G NIC: 1200G downlink/8325
zz:; P . 1200/400 => 3:1 (48 servers/rack)
ok | > R w7 Oversubscription = 100G NIC: 2400G downlink/8325
— B 4_5,/ et ratio 2400/400 => 6:1 (24 servers/rack)
e e rers s -/ * 1006 NIC: 9600G downlink/9300
' ~ ~4_ B ' l@ 9600/1600 => 6:1 (ISL 4x400G)

CX 10000-48Y
CX 8325-48Y

48 servers

Hosts
(VMs)

&3

Bare metal |=
Servers [g

Server Compute

Micro-segmentation ﬁ

VLAN 10 VLAN 20

—

FEXIBLE deplo

0 — o — 0 — O — O — O —

= L8 servers = R —

o : Hd— o : e
Server Compute Server Compute

CX 10K is not a forklift proposition !!!
Wrap networking around specific workloads.

ment - Same OS without sacrificing features / capabilities !

(96 servers/rack-group, spine=9300)

Nb. of racks

=  Spine: 8325-32C => 8 racks
Spine: 8400-48C => 12 racks
" Spine: 9300-32D => 32 racks




Datacenter Networking Architecture ( Securing Severs and VM workloads )
Traditional L2 or EVPN-VXLAN > Single-Site > Single-POD > L3 > Spine-Leaf Architecture

Orchestrator Underlay -2 spine-leaf links

() O Q)
& > Features Scenario EVPN-SS-SP-SL

S0 Leaf VTEP 8325/2:60/9300/
Aruba Fabric Composer ( AFC ) Spine 8325/8400/9300
Nb. of Spines 2
Spine 1 Spine 2 , VSX ISL 4x 100G (possibly 2x100G)
CX 9300-32D :)'EB CX 9300-32D bm FW1 | Fw2 | Leaf switchuplinks  4x 100G ROP
CX 8325-32C ~> CX 8325-32C T : = 106G NIC: 480G downlink/8325

480/400 => 1.2:1 (48 servers/rack)

|:> = 25G NIC: 1200G downlink/8325
1200/400 => 3:1 (48 servers/rack)
= 100G NIC: 2400G downlink/8325

Security Policy Mgmt

Oversubscription

— B ratio 24007400 => 6:1
=> 6:1 (24 servers/rack)
Policy & Services Manager (PSM) . 100G N|C 96006 downI|nk/9300
9600/1600 => 6:1 (ISL 4x400G)
CX 10000-48Y . (96 servers/rack-group, spine=9300)
ox 8325-48y | &> BBl 2 o A = Spine: 8325-32C => 8 racks
Nb. of racks = Spine: 8400-48C => 12 racks

" Spine: 9300-32D => 32 racks

Bare metal |= Hosts o—| [B—] [B— o—| @E—] [a—
— -] — <] —
Servers [g 48 servers (VMs) = 48 servers — 48 servers
Micro-segmentation ﬁ Server Compute ﬁ ﬁ Server Compute ﬁ ﬁ Server Compute ﬁ Micro-segmentation
| 1=
| il
B Sl L2
viaN1o!  [ViAN20 VLAN 20 ViAN10  [VLAN20

pabilities !

—

FEXIBLE deployment - Same OS without sacrificing features / ca




Collapsed Core ( Securing the Campus and DC)

Traditional > L2 > Two-tier Architecture (L3 core / L2 access ) and Core with Statefull firewall

Services Platform

Aruba Central Cloud

Security Policy Mgmt

Policy & Services Manager (PSM)

Network Policy Mgmt
(NAC / AAA services )

ClearPass Policy Manager (CPPM )

—

WLAN Gateways

Casino (( e} ))

Wi-Fi

Hospitality

Wi-Fi

VLANs / VRE

VLANs
O

Aruba UXI

FEXIBLE deplo

Aruba UXI

3

ment - Same OS without sacrificing features / capabilities ! | 29

| |
1 |
1 |
CX 10000-48Y
L3 SVI GW:
\.) \)
8
Statefil Hirewall
LANs / \RF

Servdrs [\ Mirtualizatipn

o 04—
= B =
[ 0—| [O0—

Server Compute

8M Flows

Aruba CX 10000 functions as combined L2/L3 core

Core switches function as L3 default gateway for all VLANs
L2 access switches - MCLAG between Core / Access
Segmentation through VLANs and optional VRFs

Stateful firewall inspection of traffic flows providing
macro-segmentation ( for traffic between VLANs ) and
micro-segmentation ( for traffic within VLANs )

IPFIX Flows within DC

©
Telemetry

Flows local to Server/Campus Access

Flows between DC and Campus

| T1]

FW inspection Flows between DC and External

CAll flows )

G

UBT flows from Campus to GW

VLANS /VRE VLANS VR
58 4 Rokes
<3113 1€3](e3
T pos % CCTvTY Muﬁﬁ Microsegmentation

59

Micro-segmentation

Aruba UXI
https://www.hpe.com/psnow/doc/a00142746enw

Aruba UXI




